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What is OAuth2.0 ?

authenticates with XX

Resource owner Authentication server ”1//}6

JoHRH haksecretpassword

Github Auth

DEV

Application developer

Client Application Resource server

: .. Github API
(Seaside or Desktop) VAST Application

\/ Instantiations



What is OAuth2.0 ?

o |ndustry-standard authorization protocol
o Access a protected (web) service

o Defines authorization through delegation
o Works over HTTPS

o Framework + extensions

User can authorize an application to use a
service without sharing his/her credentials
with that application.
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Demo: Github OAuth Application

o Register client application with the OAuth2.0 provider (Github)

[ BON ] ) Developer applications X + o
&« > C 25 github.com/settings/developers L % @ ) 0
_ °
= O Settings / Developer Settings Q Type /] to search 8 - + -~ O n B8 o
88 GitHub Apps OAuth Apps New OAuth App

I A OAuth Apps

£ Personal access tokens v
7 VAST OAuth2 Demo app
Test for the dev of the OAuth2 client...

Edit

These are applications you have registered to use the GitHub API.

O ® 2025 GitHub, Inc. Terms Privacy Security Status Docs Contact Manage cookies Do not share my personal information
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Demo: Github OAuth Application

o Retrieve Client ID and Client secret

~
®  ® () OAuth application settings X o+
< Cc 25 github.com/settings/applications/2830954 ¥ % @ o e
°
= o Settings / Developer Settings Q Type (/] to search S8 ~ + ~ [[®O][13]] S

Settings / Developer settings / VAST OAuth2 Demo app

| ceneral VAST OAuth2 Demo app

Optional features

Advanced Q jbrichau owns this application.

You can list your application in the GitHub Marketplace so that other users
can discover it.

2 users

Client ID
0v231ibDwNwTawmKxpq4

Client secrets

*rkrk6d8a0fdl

p Added on Jan 3 by jbrichau

Last used within the last week
Client secret

Transfer ownership

List this application in the
Marketplace

Revoke all user tokens

Generate a new client secret

You cannot delete the only client secret. Generate a new client secret first.
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Demo: Github OAuth Application

o Define the application’s callback url

The full URL to your application homepage.
Application description

Test for the dev of the OAuth2
client in VAST y

This is displayed to all users of your application.

Authorization callback URL *

http://localhost:8888

Your application’s callback URL. Read our OAuth documentation for more information.
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Demo: Github OAuth2.0 Seaside application

o0 e @ OAuth2 & 0IDC demo app x v

€« > C @ localhost ] nples/oauth2oidc?_s=zHFpYItVIGUffmRD&_k=UMSImIgTLMtFfney hig @ 3 . §

0Auth2 & OIDC demo app Google  Microsoft  Github

Client Secret

To learn about your client id, secret and othr ns/oauth-apps/building-oauth-
—Authentication
Client ID ‘ :
Ov23libDwNwTawn

—Authorization———————— ‘_n u b re pOSitorieS:

Scope _t-Motor-HAT-NodeJs-Library
aventOfCode
backbone-couchdb
Endpoints ~|  BackboneCounter
Authorize URL Booklet-uFFI
https://github.comlogin/oauthfauthorize busytoilet
CameraBuddy
Access Token URL docker-pharo-runtime

docker-pharo-vm
Door-Actuator
esug.github.io

https://github.com/login/oauth/access_token

New Session Configure Halos Deprecated (1) 359/875 ms
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OAuth2.0 client in VAST

14.1.0arm64-b577-0Auth20IDC-ESUG: Workspace = O X

File Edit View Options Encoding Language

BeE @& EBE J A &0 % e e 7 O

2

O N oy AW

11
12
13
14
15
16
17
18
19

grant := SstOAuth2AuthorizationCodeGrant
newWithClientld: '12345679'
authorizationBaseUrl: 'https://oauth2-service.com/authorize' sstAsUrl
tokenUrl: 'https://oauth2-service.com/accesstoken' sstAsUrl.
grant
clientSecret: '‘abcdefghk1125-02";
scope: 'api-access'.
authorizationUrl := grant
authorizationUrlWithRedirectTo: 'https://myapplication.com/authorize-callback' sstAsUrl
state: 'random state string'.
"Fictitious method; doing redirect depends on application implementation. See further."
self
redirectTo: authorizationUrl
handleCallbackAt: 'https://myapplication.com/authorize-callback' sstAsUrl
with: [ :authorizeResultRequest |
httpClientWithOAuth2 := grant createClientFromAuthorizationResponseData: authorizeResultRequest queryFields ]
"Use client to access protected resource."
httpClientWithOAuth2 get: 'https://api-service.com/protectedinfo’
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OAuth2.0 client in VAST

14.1.0arm64-b577-0Auth20IDC-ESUG: Workspace = O X

File Edit View Options Encoding Language

BeE @& EBE J A &0 % e e 7 O

2

00 ~N o uvi AW

11
12
13
14
15
16
17
18
19

grant := SstOAuth2AuthorizationCodeGrant
newWithClientld: '12345679'
authorizationBaseUrl: 'https://oauth2-service.com/authorize' sstAsUrl
tokenUrl: 'https://oauth2-service.com/accesstoken' sstAsUrl.
grant
clientSecret: '‘abcdefghk1125-02";
scope: 'api-access'.
authorizationUrl := grant
authorizationUrlWithRedirectTo: 'https://myapplication.com/authorize-callback' sstAsUrl
state: 'random state string'.
"Fictitious method; doing redirect depends on application implementation. See further."
self
redirectTo: authorizationUrl
handleCallbackAt: 'https://myapplication.com/authorize-callback' sstAsUrl
with: [ :authorizeResultRequest |
httpClientWithOAuth2 := grant createClientFromAuthorizationResponseData: authorizeResultRequest queryFields ]
"Use client to access protected resource."
httpClientWithOAuth2 get: 'https://api-service.com/protectedinfo’
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OAuth2.0 client in VAST

14.1.0arm64-b577-0Auth20IDC-ESUG: Workspace = O X

File Edit View Options Encoding Language
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grant := SstOAuth2AuthorizationCodeGrant
newWithClientld: '12345679'
authorizationBaseUrl: 'https://oauth2-service.com/authorize' sstAsUrl
tokenUrl: 'https://oauth2-service.com/accesstoken' sstAsUrl.
grant
clientSecret: '‘abcdefghk1125-02";
scope: 'api-access'.
authorizationUrl := grant
authorizationUrlWithRedirectTo: 'https://myapplication.com/authorize-callback' sstAsUrl
state: 'random state string'.
"Fictitious method; doing redirect depends on application implementation. See further."
self
redirectTo: authorizationUrl
handleCallbackAt: 'https://myapplication.com/authorize-callback' sstAsUrl
with: [ :authorizeResultRequest |
httpClientWithOAuth2 := grant createClientFromAuthorizationResponseData: authorizeResultRequest queryFields ]
"Use client to access protected resource."
httpClientWithOAuth2 get: 'https://api-service.com/protectedinfo’
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OAuth2.0 client in VAST

14.1.0arm64-b577-0Auth20IDC-ESUG: Workspace = O X

File Edit View Options Encoding Language
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grant := SstOAuth2AuthorizationCodeGrant
newWithClientld: '12345679'
authorizationBaseUrl: 'https://oauth2-service.com/authorize' sstAsUrl
tokenUrl: 'https://oauth2-service.com/accesstoken' sstAsUrl.
grant
clientSecret: '‘abcdefghk1125-02";
scope: 'api-access'.
authorizationUrl := grant
authorizationUrlWithRedirectTo: 'https://myapplication.com/authorize-callback' sstAsUrl
state: 'random state string'.
"Fictitious method; doing redirect depends on application implementation. See further."
self
redirectTo: authorizationUrl
handleCallbackAt: 'https://myapplication.com/authorize-callback' sstAsUrl
with: [ :authorizeResultRequest |
httpClientWithOAuth2 := grant createClientFromAuthorizationResponseData: authorizeResultRequest queryFields ]
"Use client to access protected resource."
httpClientWithOAuth2 get: 'https://api-service.com/protectedinfo’
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OAuth2.0 redirection in Seaside (1)

aﬁ 14.1.0arm64-b577-0Auth20IDC-ESUG: SstOAuth2AndOIDCExamplesApp(17/06/2025 10:43:29) Browser: SstOAuth2AndOIDCSeasideExample> >initiateAuthorizationOn: - O X

File Edit Classes Methods Info Categories Options Breakpoints

CECH@AERE Y APy @L0 BEED O AL

OAuth2AndOIDCSeasideExample - [ Y - - ruoic o prve «

2@ WAPainter s Actions +googleConfiguration
2@ WAPresenter shooks «handleAuthorizationRedirect: |
s@WAComponent sInitialization “initialize »
sPrivate «initializeOIDCProviders
m@SubApplication *Rendering «initialRequest: &

®initiateAuthorizationOn: '
O Public O Private O |nstance O Class smicrosoftConfiauration

(3 Class Definition Method Source [ Method Comment | = Method Notes

initiateAuthorizationOn: html

| redirectUrl |
"Create a Seaside callback sitting at <redirectUrl> that will handle the redirect from the authorization service."
redirectUrl := html urlForAction: [self handleAuthorizationRedirect: self requestContext].

grant ;= self createGrantForSelectedConfiguration.
self requestContext redirectTo: (grant authorizationUrlWithRedirectTo: self application url asString sstAsUrl| state: redirectUrl asString)

'E_E ‘Z_E W

@' 1o ‘(17/06/2025 10:50:12) from SstOAuth2AndOIDCExamplesApp in 'Actions’ I

\/ Instantiations



OAuth2.0 redirection in Seaside (2)

Tg 14.1.0arm64-b577-0Auth20IDC-ESUG: SstOAuth2AndOIDCSeasideExample Hierarchy Browser: SstOAuth2AndOIDCSeasideExample > > initialRequest: — ] X

File Edit Classes Applications Categories Methods Info Options Breakpoints

O EeH & 4EE Al el 50 B EES 46 H

BSstOAuth2AndOIDCExampldll —all = I L

~

23 GRObject = Actions “createGrantForSelectedConfiguration
EDWAOi)ject *hooks “gitHubConfiguration

=29 WAPainter *|nitialization “googleConfiguration

=E2WAPresenter *Private “handleAuthorizationRedirect:

=9WAComponent *Rendering “initialize &

#initializeOIDCProvid
® SstOAuth2AndOIDCSeasideExa ” a 1z€ OVI ers
. .

O Public O Private Default: Kernel O Instance O Class “initiateAuthorizationOn:

{3 Class Definition Method Source \G" Method Comment E Method Notes

mi=|

initialRequest: aRequest

Instead, we redirect to the basic url of the app and pass the redirecturl in the state parameter. This method then redirects back.
Ideally, this is a separate (stateless) handler but for brevity, we implement it here."

(aRequest url queryFields includesKey: 'state’)
ifTrue: [
self requestContext respond: [:response | | newUrl stateUrl |

stateUrl := WAUTr| absolute: (aRequest queryFields at: 'state’).

newUrl := aRequest url copy.

stateUrl queryFields

keysAndValuesDo: [:key :value | newUrl addField: key value: value].

response redirectTo: newUrl]]

—L "Simple redirect service because many oauth2 services require a static redirection url which makes it impossible to pass a dynamically generated Seaside url.

E = b [1 0O |(O2j06j2025 09:34:03) from SstOAuth2AndOIDCExamplesApp in ‘hooks'

d
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OAuth2.0 is a framework. VAST client supports:

o OAuth2.0 (rfc 6749)
o Grant types:

o Authorization Code Grant - (Most common and web-based)
o Client Credentials Grant - (Machine-machine communication, no user involved)

~—Implieit-Grant - (not supported, useful for clients running in browser)
o Resource Owner Password Grant - (deprecated, exists for compatibility)

o JWT Authorization/Bearer Grant (rfc 7523) - (Existing trust relationship)
o PKCE (rfc7636)

o OAuth 2.0 for Native Apps (rfc 8252)
o Threat Model and Security Considerations (ss19)
o Towards OAuth2.1

o OAuth2.0 with existing extensions and additions
o OAuth2.0 without insecure options
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OpenlD Connect (OIDC)
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OpenlD Connect (OIDC)

o Authentication protocol built on top of OAuth2.0

o Verifies the identity of a user through an Identity
Provider

o Uses JSON Web Token with identity claims

o Typically used to implement Single Sigh-On O I D®
o An alternative to the more complex SAML 2.0 pen

protocol

User authentication and identity
management delegated to a trusted party.
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OpenlD Connect (OIDC)
oy,

authenticates with X Re...
X s

. . o
User Identity Provider Wiy,

Google OIDC O
Microsoft Entra
'

DEV
Application developer

/userinfo Exx 1.

|dentity Provider

Relying Party

Google / Mi ft
(Seaside or Desktop) VAST Application
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OIDC Discovery

o Each issuer has a well-known url with meta-document
https://login.microsoftonline.com/common/v2.0/.well-known/openid-configuration

https://accounts.google.com/.well-known/openid-configuration

o Meta-document describes OIDC Issuer
o Automated configuration of OAuth2.0 client

o Endpoint urls
o Possible values for different configuration parameters
o Encryption keys for JWT signature verification
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OIDC Google / Microsoft

®  ©® @ OAuth2&O0IDC demo app X  +

¢« > c ol

h

To learn about your client id, secret and other parameters, see: https://developers.google.com/identity/openid-connect/ope|

R ab
—Authentication

Client ID

46095877763-c8mdiprcuckbc0252r76te8p88909bd

Client Secret

—Authorization

Scope

https://mail.google.com/

Add scope

Endnai
[~ Endpoints
Authorize URL

https://accounts.google.com/o/oauth2/v2/auth

Access Token URL

M OAuth2.0 Desktop App Demo — O X
Issuer Google OIDC v
Authorize URL https://accounts.google.com/o/oauth2/v2/auth
Access taken URL https://oauth2.googleapis.com/token
Joauth2oidc?_s=9RqEPB_YQ-gXTIE-& k=Zwl4tPrisvMmzr-f Client ID ‘
GOOQ|e Client Secret
OpenlD Connect (OIDC) Scope
Boeoss Tokar Auth in browser Auth in WebView?2 Auth with client credentials
Expires on 2025-06-17 11:41:24
Token not refreshable L
JWT header
‘ ‘ Refresh
"alg
"kid'
e Inspect Credential
) Help nspect Credentials
JWT claims :
{
"iss": "https://acce 7
"azp":
46095877763~

https://oauth2.googleapis.com/token

c8mdiprcuckbc0252r76te8pr s909bdk.apps.googleusercontent. com"
’

"aud":
46095877763~
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OIDC Google / Microsoft

[ 14.1.0arm64-b577-0Auth20IDC-ESUG: Workspace = m] X
¢ File Edit View Options Encoding Language

BeH@tEBE I paQy o a

1 "Create a grant object and use it to create the url to which the user needs to be redirected to authenticate."
2 grant := SstOIDCAuthorizationCodeFlow

3 newWithClientld: clientld

4 providerMetadata: SstOIDCProviderMetadata fromlssuerUrl: 'https://accounts.google.com' sstAsUrl.
5 grant
6
7
8

clientSecret: 'abcdefghk1125-02",
scope: 'offline-access'.
authorizationUrl := grant

9 authorizationUrlWithRedirectTo: 'http://localhost:8888/callback’ sstAsUrl
10 state: 'random state string'.
11 "Use the async framework as demonstrated in the implementation of the desktop application:"
12 (grant
13 startAuthorization: [;authorizeUrl :callback |
14 self
15 setupHttpListenerAt: 'http://:8888"
16 callback: [:request | callback value: (‘http://localhost:8888/callback’, request header url) sstAsUrl].
17 OsProcessStarter startShell: { 'start’. ""OAuth2 demo authorize™. "%1"" bindWith: authorizeUrl asString }]

18  withCallbackAt: ‘http://localhost:8888/callback’ sstAsUrl
19 state: nil)

20 then: [:client | httpClientWithOAuth2 := client ]
21 catch: [:error | self halt].
22

23 "Use the client to retrieve the userinfo or retrieve the JWT from the credentials so you can authenticate the user in a SSO scenario."
24 httpClientWithOAuth2 userinfo.
25 httpClientWithOAuth2 credentials idTokenAsSstwt.

~r
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OIDC Google / Microsoft

[ 14.1.0arm64-b577-0Auth20IDC-ESUG: Workspace = m] X
¢ File Edit View Options Encoding Language

BecEHmtRBE I PaQ iy 45 @

1 "Create a grant object and use it to create the url to which the user needs to be redirected to authenticate."
2 grant := SstOIDCAuthorizationCodeFlow

3 newWithClientld: clientld

4 providerMetadata: SstOIDCProviderMetadata fromlssuerUrl: 'https://accounts.google.com' sstAsUrl.
5 grant

6  clientSecret: 'abcdefghk1125-02";

7 scope: 'offline-access'.

8 authorizationUrl := grant

9 authorizationUrlWithRedirectTo: 'http://localhost:8888/callback’ sstAsUrl
10 state: 'random state string'.
11 "Use the async framework as demonstrated in the implementation of the desktop application:"
12 (grant
13 startAuthorization: [;authorizeUrl :callback |
14 self
15 setupHttpListenerAt: 'http://:8888"
16 callback: [:request | callback value: (‘http://localhost:8888/callback’, request header url) sstAsUrl].
17 OsProcessStarter startShell: { 'start’. ""OAuth2 demo authorize™. "%1"" bindWith: authorizeUrl asString }]

18  withCallbackAt: ‘http://localhost:8888/callback’ sstAsUrl
19 state: nil)

20 then: [:client | httpClientWithOAuth2 := client ]
21 catch: [:error | self halt].
22

23 "Use the client to retrieve the userinfo or retrieve the JWT from the credentials so you can authenticate the user in a SSO scenario."

24 httpClientWithOAuth2 userinfo.
25 httpClientWithOAuth2 credentials idTokenAsSstwt.

~r
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Async programming convenience

f: 14.1.0arm64-b577-0Auth20IDC-ESUG: EsFuture Hierarchy Browser: EsFuture - O X |

File Edit Classes Applications Categories Methods Info Options Breakpoints

OEeHaARERE YA parQiy el @0 BEHD 20 LM

- |[@EsAsynchronousStrez * | -- all -- * @ Public M Private # Al
=20bject - EIFLEOIGIRENVES:  « @EsFuture-Interface *catch:_

o EsFuturelmpl *ES-Subclass Responsil  [*€nsure.
«hasEsFuturelnterface »

«then:

sthen:catch:

grant := self createAuthorizationCodeGr “timeout:then:

(grant «waitFor
StartAuthorization: [:authorizeu a”back | (o] Pubhc @] Private Default: Kerl“le| o |nstance O CIaSS ‘WaltFor:
self
setupHttpListener ttp://:", self localHttpServerPort asString
callback: [:requ callback value: (self redirectUrlString , request header url) sstAsUrl].

state: nil)
then: [:client | self credentials: client oauth2Credentials]
catch: [:error | self halt]
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OIDC Google / Microsoft

[ 14.1.0arm64-b577-0Auth20IDC-ESUG: Workspace = m] X
¢ File Edit View Options Encoding Language

BecEHmtRBE I PaQ iy 45 @

1 "Create a grant object and use it to create the url to which the user needs to be redirected to authenticate."
2 grant := SstOIDCAuthorizationCodeFlow

3 newWithClientld: clientld

4 providerMetadata: SstOIDCProviderMetadata fromlssuerUrl: 'https://accounts.google.com' sstAsUrl.
5 grant

6  clientSecret: 'abcdefghk1125-02";

7 scope: 'offline-access'.

8 authorizationUrl := grant

9 authorizationUrlWithRedirectTo: 'http://localhost:8888/callback’ sstAsUrl
10 state: 'random state string'.
11 "Use the async framework as demonstrated in the implementation of the desktop application:"
12 (grant
13 startAuthorization: [;authorizeUrl :callback |
14 self
15 setupHttpListenerAt: 'http://:8888"
16 callback: [:request | callback value: (‘http://localhost:8888/callback’, request header url) sstAsUrl].
17 OsProcessStarter startShell: { 'start’. ""OAuth2 demo authorize™. "%1"" bindWith: authorizeUrl asString }]

18  withCallbackAt: ‘http://localhost:8888/callback’ sstAsUrl
19 state: nil)

20 then: [:client | httpClientWithOAuth2 := client ]
21 catch: [:error | self halt].
22

23 "Use the client to retrieve the userinfo or retrieve the JWT from the credentials so you can authenticate the user in a SSO scenario."

24 httpClientWithOAuth2 userinfo.
25 httpClientWithOAuth2 credentials idTokenAsSstwt.

~r

) instantiations



OIDC Google / Microsoft

[ 14.1.0arm64-b577-0Auth20IDC-ESUG: Workspace = m] X
¢ File Edit View Options Encoding Language

BecEHmtRBE I PaQ iy 45 @

1 "Create a grant object and use it to create the url to which the user needs to be redirected to authenticate."
2 grant := SstOIDCAuthorizationCodeFlow

3 newWithClientld: clientld

4 providerMetadata: SstOIDCProviderMetadata fromlssuerUrl: 'https://accounts.google.com' sstAsUrl.
5 grant

6  clientSecret: 'abcdefghk1125-02";

7 scope: 'offline-access'.

8 authorizationUrl := grant

9 authorizationUrlWithRedirectTo: 'http://localhost:8888/callback’ sstAsUrl
10 state: 'random state string'.
11 "Use the async framework as demonstrated in the implementation of the desktop application:"
12 (grant
13 startAuthorization: [;authorizeUrl :callback |
14 self
15 setupHttpListenerAt: 'http://:8888"
16 callback: [:request | callback value: (‘http://localhost:8888/callback’, request header url) sstAsUrl].
17 OsProcessStarter startShell: { 'start’. ""OAuth2 demo authorize™. "%1"" bindWith: authorizeUrl asString }]

18  withCallbackAt: ‘http://localhost:8888/callback’ sstAsUrl
19 state: nil)

20 then: [:client | httpClientWithOAuth2 := client ]
21 catch: [:error | self halt].
22

23 "Use the client to retrieve the userinfo or retrieve the JWT from the credentials so you can authenticate the user in a SSO scenario."

24 httpClientWithOAuth2 userinfo.
25 httpClientWithOAuth2 credentials idTokenAsSstwt.

~r
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Json Web Token

(4 14.1.0arm64-b577-0Auth20IDC-ESUG: SstOIDCCredentials Inspector - a X |

File Edit Variables Options
BEeH®ARR A/ parQiy 0 § 4 F

o - Haself " |la Ssthwt
Sta n d a rd a n d We b Sa fe —@accessToken <'EwBoBMI6BAAUBKgm8k1UswUNwkImy2v7U/S+1fEAAeywcuMPWhHCT7P:
1 1 r=@tokenType <'Bearer'>

tra n5m|SS|On Of trUSted ~®@expiresOn <2025-06-25T09:17:44.255+02:00 >

1 1 — @ refreshToken

I nformatl On (rfc 7519) = @scope <'openid email profile'>

° ° o o . = @tokenUrl

° CI Ient I I b ra ry Ve rl fleS . — @idToken <'ey)0eXAiOiJKV1QiLCIhbGciOiJSUzI 1NilsimtpZCl6ljRweGhwaH)Gam9vQlh...>

o Signature (RSA 256) L-osobject

%'claims
o |ssuer L everified
o e “= @ providerMetadata
o Validity
o

o Separate VAST Library

self->idTokenAsSstwt (Sstlwt) ’3 bind 'self' to selection
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JWT

'Q

File

14.1.0arm64-b577-OAuth20IDC-ESUG: Ssthwt Inspector
Edit Variables Options

BEeH @a-fEBRE APy 0 B 45

7

L

" joseObject
#CEIE

£l* properties

—®@'aio’ <'DmpijAlCvrQUcIBMNbWDI.
-m@'aud' <'12b%9a8b9-ed41-4feb-b37

rE®'email' <'johan@inceptive.be'>
rE®@'exp' <1750918670>

rE®'iat' <1750831970>

rE®'iss' <'https://login.microsoftonlin
rE®'name’ <'Johan Brichau'>
rE®'nbf' <1750831970>

rE®@'nonce’ <'FgnTriNvmKNYqYmacé(
r=@'oid' <'00000000-0000-0000-7e0¢
=@ 'preferred_username' <'johan@in
FrE@'sub’ <'AAAAAAAAAAAAAAAAAA
rE®'tid' <'9188040d-6¢67-4c5b-b112

—E@'ver <'2.0'>

P R o |

a SstJwt
a SstJws

{

}

"ver":"2.0",

"iss" : "https://login.microsoftonline.com/9188040d-6c67-4c5b-b112-36a304b66dc
"sub": "AAAAAAAAAAAAAAAAAAAAAKTAWESL26wBX0ONPHQAKNM",

"aud" : "12b9a8b9-ed41-4feb-b377-acb418c52065",

"exp": 1750918670,

"iat": 1750831970,

"nbf": 1750831970,

"name" : “Johan Brichau",

"preferred_username" : "johan@inceptive.be",

"oid" : "00000000-0000-0000-7e0c-783ae3638e3a",

"email" : "johan@inceptive.be",

"tid" : "9188040d-6c67-4c5b-b112-36a304b66dad",

"nonce" : "FgnTriNvmKNYqYmac60ON6xe5icsiWixM7_er9scrsgs”,

"aio" : "DmpijAlCvrQUclBMNbWDIAtK4ybcHJbAdCIBRRNBmM!YSHRIz048iyp5wsL!ac

EsOrderedDictionary('2.0" ‘https://login.microsoftonline.com/9188040d-6c67-4c5b-/

Multiple variables selected.

(J bind 'self' to selection
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Final Remarks
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OAuth2.0 / OIDC Client in VAST
o Additional APl parameters

1 grant := SstOAuth2AuthorizationCodeGrant

2 newWithClientld: '12345679'

3 authorizationBaseUrl: 'https://oauth2-service.com/authorize' sstAsUrl
4 tokenUrl: "https://oauth2-service.com/accesstoken' sstAsUrl.

5 grant

6  clientSecret: 'abcdefghk1125-02;

7 addAuthorizationParameter: ‘access_type' value: 'offline’

8

o Convenience API for Google and Microsoft

=3 SstOAuth2AbstractGrant
=23 SstOAuth2AuthorizationCodeGrant
=29 SstOIDCAuthorizationCodeFlow

® SstGoogleOIDCAuthorizationCodeFlow

@SstMicrosoftOIDCAuthorizationCodeFlow
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Recap and Final Remarks

o VAST Library passes OIDC conformance tests for
Basic Relying Party Profile

o Client support for OAuth2.0 APIs and OpenlD Connect

o Compatible with SstHttpClient
o Convenience methods for Microsoft Entra and Google OIDC

o Desktop and Seaside example
o External webbrowser and Webview?2

o Convenience integration with VAST’s Async framework

o |ncluded with VAST 15 (2026)
Preview available on request for VAST 14
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) instantiations Contact

General Inquiry

Seamless OAuth2.0 & OpenlD Connect info@instantiations.com
in VAST Sales

sales@instantiations.com

Thank you for listening! VAST Support Portal

vast-support.instantiations.com

1 ?
QueStlonS ¢ North America, Toll Free
855 476 2558

Johan Brichau
VAST Consultant and Senior Software Engineer International

+1 503 263 0058

% jbrichau@instantiations.com
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and registered trademarks are property of their respective owners. Company, product, and service names not owned by
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